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Oversikt

* Understanding data

e Basic search

 GREP-search

e Bookmarking

e Organisation of bookmarks/ reporting

e Indexed search
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Datforstaelse

e Data kan kodas pa olika vis.
e Detta maste vi ta hansyn till nar vi soker.

e Aven nar vi presenterar
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Sokningar

e Sokuttryck

e Globala
* keywords.ini
e Lokala

* Vilka nyckelord borde flyttas till det globala settet?
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Skapa sokuttryck

B 2
b EnCaseforensvc‘

File Editl\flew Tools Help

new (3 5§ App Descriptors

i[E)cases <& ArchiveFiles
: 5y cases
B x
Home | -
3 ¥4 Encrypton Keys

=
“EJRecort 2 enseript

[= Keywe 9 Enscript Types

Lom e Kl & File Sigratures

- [U=SL=NL 2 )
' . F N
J\,Seal’d'l Refresh
x| E %
‘l_ [Z|Report “i$ Code . e
. Aase
l Name GREP | Unicode Sensifve expressi
O 1| Evidence Eliminator No Yes No  Evidence Eliminator

|A] File Types
&3l File Viewers
%] Hash Sets
@ Keywords
l W Packages
; =] projects
L\ Text Styles
< " »
i I, | [p R :._ 3 TT- =
k; B ext &lJ Cases Sub-Tabs = };om.e etails @ output ] Loiil 5 T Filters (4>}
Name: - T Entries - é‘;—dﬁ« EnScript
able Pane ¥ [T) eockmarks ’
Search ex ) - B Examples
GREP: Yiew Pane " search Hits &) Forensic
Case Sen | fiter Pane *| 3 gecords @) Incude
ANSI Lap A <o D_ Devices &HC) Main
Unicode: Show Name %8 secure Storage
Unicode § 4 previous Tab Ctl-Shift-Tab =
UTFs: BT
o P NextTab Ctrl-Tab o
UTFT: No

« (o
Navigatiol

Auto Fit
Reset vew
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Skapa sokuttryck

New Keyword . (LYo S
Search expression | Code Page [ Keyword tester
Search expression GREP Symboals
| \WFFFF  Unicode character -
\xFF Hex character
Name . Any character
# Any number [0-9]
? Rzpeat zzro or one time
= - . = + Repeal el leasl vnce
|| Case Sensitive || Unicode [A-2) A through Z
— - * Repeat z2ro+ times
[ bREP | Unicode tig-tnaian xyz) Ether X, Y or Z
. ) [AXfZ] Neither Xnor Y nor Z
|V/ANSI Lotin 1 [Clutrs \[ Literal character
. (ab) Group ab together for ?, +, *,
ZJUTF?7 |
{m,n}  Rspeatm ton times
Unicode View alb Etheraorb
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Skapa sokuttryck

New Keyword R A

Search exoression | Code Page | Kayword tester

Search expression GREF Symbols

banc \wFFFF Unicode character
WFF Hex character

Name . Any charocter

Any rumber [0-9]

? Repeat zero or one time
" - Repeat atleast cnce
Case Sensibve Jnicode [£-7] 2 through 7
; . Repeat zero + mes
GRE? Jnicode Big-Endan [xrz] Gther X, Yor Z
[*XrZ] WNeither X nor Y nor Z
v |ANSI Latn - 1 JIF8 \ Literal character
_ (eb) Greup 2D together for 2, +, %,
JUTF? |
{m,n} Repeatm ton times
Uricode view ab Gtheraorb
[0042 0062] [0041 0261][00-E 005E] [004B 0068]

s

il
OK [ Cance

Uppercase and lowercase b, respectively, shown in Hex

Computer Security — an overview
Wecksten, M




Skapa sokuttryck

New Keyword |17 [l Som)

| Search expression |Coda Page | Keyword taster |

Search expresson CGRCP Jymbols
bark WFFFF  Unicode character
WP bex cherecter
Naem2 Any cheracter
& Any rumber [0-€]
? Repeal smtow crw Line
: y V Repeat atleast once
[/ Caca Sengtive Unicoce a-z] A through Z
) ; > Repeat zero+ omes
GREP Unicogde Big-Endian Xyzl BtterX, Yor 7
) [AXYZ] Neither X nor Y ror 2
7 ANSI Latin - 1 UTFB [ tera cherocter
: 'ab) Group ab together for 7, +, %,
UiF/

{m,n} Repeatm ton times
Jricods View alb Etheraorb

[0052] [0061] [09€E] [005E]

| ok || cenl

With case-sensitive search, the hex value is specific to the case of your keyword. oGSKOL_
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-]
Begrepp

e (Case sensitive

e GREP
 RTL Reading
* ANSI Latin — |

e Unicode

e Big-Endian Unicode
e UTF-8

e UTF-7
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Strukturera

e Fordelar med struktur?

 Exportera

* Importera
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GREP

e Soker form, inte innehall

" * (XY}
- + (ab)
. * alb

o H ® \255

« [ABC] ¢ \x42

* ["ABC] ¢ \wl234
° A'C] °

Hjalpmedel: Keyword
° M tester, REGEX Coach
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GREP

e Vad vill vi soka efter? * Klockslag
° EPOSt e Datum
e URL e Serienummer

° Telefonnummer Artikelnummer

e Sparnings ID (posten)

e Personnummer

Kontokortsnummer
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Genomfora sokning

Search (2. S|
(V] Selected entriesonly |1 Files
. . o (V| Selected records only 19 Records
[ S O kn I n g e n h a r' tva Keyword Search Options Email Search Options
[¥| Search each entry for keywords (V| Search for email
ko m P one nte r [¥] Search each record for keyords [¥]Recovered dekted
[V]Selected keywords only |1 keywords [¥] Dutlook (PST)
* Vad ska vi soka efter ] serch e sk ] outok Express 081
[T] use initialized size (] Exchange (EDB)
® Vl | ke N d atam a_ ngd S ka [~] Undelete fles before searching ] Lotus (NSF)
. (V] Search only slack area of files in Hash Library (V]aoL
genomsokas _ =5
Hash Options =
[v] Compute hash value Additioral Options
[ Recomputz hash values (V] verify file signatures
("] 1denufy codepages
(V] Search for internet history
sart | [ cance |
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Hantera resultat

* Copy e Bookmark Selected Items
Y Delete i ShOW EXCIUCIECI
e Delete All Selected * Show Deleted
. Export e Exclude
¢ Tag Selected Files e Exclude All Selected

: e Show Columns
* Tag File

e Column
e Send To S
. e Sort

* EnCode Preview e Select [tem
* View Search Hits e Go To Parent
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Bokmarken

o Syfte: Kunna lasa rapporten utan tillgang till underliggande data och anda fa ett
sammanhang.

e Sweep bookmark

* Note bookmark

* Folder information bookmark
* Notable file bookmark

* File group bookmark

e  Other bookmarks
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Note

e Léagga till information
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Folder Information

e Visa folderstruktur

e Aven enheter
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Noteable file

e Markera en fil
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File Group

* Relaterade filer i grupp.
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Other

Hashing (S
e Processdialo
& Status: Completed ~ [¥]Console
Start: 06/04/07 08:28:26PM
Stop: 06/04/07 08:28:27PM %lote
Time: 0:00:01
Name: MoneyTransferFloppyFDO01 ] Log Record

Start Sector: 0
Stop Sector: 2,875
Hash Value: 1CCFEF44635EBBESE4C2BD383ECDFS2D
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Report

 Export

* Report generator
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Indexering

e Soka pa innehall — inte format
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