HALMSTAD
UNIVERSITY

Intelligent
Systems
Lab

Administration of Operating Systems

SSH
Chapter 18

November 7, 2011

Administration of Operating Systems — p. 1/15



HALMSTAD

university SSH

o Secure Shell
s access remote systems
s encrypting all traffic
» host verification

» Uses public key encryption

» ssh client is installed by default on virtually
every GNU/Linux systems

» ssh server can be installed usisgido
apt-get install openssh-server

o sSsh client for Windows
s PUltly
o Protocol version 2
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® SsSh
s remote shell

o sSshd
s Server

® Scp
s file copy

e sftp
» file transfer protocol

» Sssh-keygen
s private/public key generation

ntelligent ® SSh-agent
Systems s Secure passphrase storage
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ssh host

ssh user @ost

exi t

ssh user @ost command

SCp source user @ost:destination
SCp user @ost:source destination
sudo /etc/init.d/ssh restart
sudo /etc/init.d/ssh rel oad

ssh- keygen -t rsa -f filenane
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o Make sure users use secure passwords
s this isway more important than all the rest

» Use public key based authentication
s More about it later

» Disable remote login for oot
s limit users who havesh access

o Chrootsshd
s lock down users to their home directories

o Thwartssh brute force attacks
» Change the default port 22

intelligent ® Only use SSH protocol 2
Systems
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» Alice and Bob both know the key
s Share secret knowledge

o The key is unknown to Eve

o Problem: how to distribute encryption keys?
s ... Securely ...
s ... among peers who never interacted before
s ... and who can communicate only through a
network which is inherently non-secure
o Historically, keys were agreed upon personally
s Meet once, then you can communicate

o Does not work well in the global Internet

intelligent s can be done, but it's quite inefficient

Systems
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o Alice sends Bob a number of unigue puzzles
s each puzzle has a name
» there isalot of them

Bob chooses one at random
Bob solves the chosen puzzle
Bob sends Alice the solution

Now, both Bob and Alice know the secret
» name of the puzzle Bob has chosen

Eve does not know the name
s unless she solvedl the puzzles
s Or can guess Bob’s random choice
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university Agymmetric Encryption

» Requirements
s public key for encryptiont
s private key for decryptioD
s D(E(text)) = text

s Itis difficult to deduceD knowing £/
s Including high resistance to the “chosen
plaintext” attack

s Sufficiently easy to generatg, D pair
o Everybody can encrypt message using E

o Only Alice can decrypt it using D
» Bob sends encrypted message

Intelligent » Eve cannot decrypt it
Systems
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o Also/etc/ssh/ssh _known hosts

o List of all known remote hosts
s Including their public keys
o Upon first connections sh cannot, by itself,
verify the identity of the host
s It should be done by the user
» Afterwards,ssh will be able to verify it is talking
to the same remote system
» and warn the user if something is wrong
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9o
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Do not input password every time
s authorise using asymmetric cryptography

Generate a personal pair of keys

s public & private

Put public key on the server

s this one does not need to be protected

Keep private key safe
s protected with a good passphrase

Tell server thatverybody who knows this private
key Is considered trusted

s that’s still better than password
ssh -1 & ssh-agent
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User's workstation

Keyboard ||Mouse Screen
Y Y A
X Server
X client X client
(browser) (xterm)
¥
Network/
X client
(up2date)

Remote machine

Administration of Operating Systems —p. 11/15



HALMSTAD

university X171 Forwarding

o GUI environment used by GNU/Linux systems
s architecture independent & network aware
s using client-server model

o X11 forwarding allows remote system to display
GUI objects on user’s local machine
s encrypting all traffic
s Xserver needs to be running on local machin

» sshd acts asX server on remote host
» GUI applications connect to It
o traffic is tunnelled over encrypted connection

# Ssh acts as GUI client

Intelligent - displaying GUI objects of remote application:

Systems
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university - Port Forwarding

» Similar mechanism can be used for forwarding
arbitrary traffic

o Most commonly used for securing otherwise
unencrypted protocols
s POP3, SMTP, IRC, ...

o Local port forwarding
s connections to local machine are transparen
forwarded to the remote system
o Remote port forwarding
s connections to remote machine are
transparently forwarded to the local system
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o Al |l owlsers & DenyUsers
s Al owG oups & DenyG oups

Passwor dAut hent | cat i on
Per m t Enmpt yPasswor ds
Per m t Root Logi n

Al | owAgent For war di ng
Al | owTcpForwar di ng

Li st enAddr ess & Port

Pr ot ocol
ChrootDirectory

Mat ch User
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